
 

  

OpenDNS Home 
User Guide 

      

Version 1.0 

CISCO SYSTEM 



OpenDNS Home User Guide 

OpenDNS Home with over 50 customizable filtering categories, OpenDNS Web content 
filtering keeps parents in control of what websites children visit at home. OpenDNS blocks 
phishing websites that try to steal your identity and login information by pretending to be a 
legitimate website. Surf the Web with confidence. To use OpenDNS Home, you should set 
the DNS server to: 208.67.222.222 and 208.67.120.220. 
 

Router User Configuration 
 

1. Open a browser and go to https://signup.opendns.com/homefree/ and register the 
OpenDNS Home account. 

 
2. Open a browser and go to https://login.opendns.com/ and log in with your 

registered account. 

 
 

3. Click “Setting” to enter the Internet IP address, then press the “Add This Network” 
button. Note: The Internet IP address is detected by default. 
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4. Open the preferences for your router 

        
Often, the preferences are set in your web browser, via a URL with numbers (example: 
http://192.168.0.1 or http://192.168.1.1). You may need a password. 

 
Or preferences may be set via a specific application for your router, which you installed 
on your computer when you added the router. 

 

5. Find the DNS Server setting 
 

Scan for the letters DNS next to a field which allows two or three sets of numbers, each 
broken into four groups of one to three numbers. It might look like this: 

 

 
 

6. Put in the OpenDNS server addresses as your DNS server settings and save/apply. 
 

Please write down your current settings before entering the OpenDNS addresses, just in 
case. You should set the DNS server to: 208.67.222.222 and 208.67.120.220 
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7. Select https://welcome.opendns.com/ to test your setting。If the configuration 

correct, you will got below result  

 
 

Macintosh OS User Configuration 
 

1. Open a browser and go to https://signup.opendns.com/homefree/ and register the 
OpenDNS Home account. 

 
2. Open a browser and go to https://login.opendns.com/ and log in with your 

registered account. 

https://welcome.opendns.com/
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3. Click “Setting” to enter the Internet IP address, then press the “Add This Network” 
button. Note: The Internet IP address is detected by default. 

4. Got to “System Preferences” 
5. Click on “Network” 
6. Select the first connection in your list and click “Advanced” 

7. Select the DNS tab and add 208.67.222.222和 208.67.220.220 to the list of DNS 

servers. Click OK 
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8. Cache Flushing 
Click the Terminal icon in the dock or in Finder under Application/Utilities/Terminal  
 
Sudo dscacheutil -fluscache 
Sudo killall -HUP mDNSResponder  
 
If you have got any problem please browse https://support.opendns.com/hc/en-

us/articles/227988627 

 
 

9. Select https://welcome.opendns.com/ to test your setting。If the configuration 

correct, you will got below result  
 

https://support.opendns.com/hc/en-us/articles/227988627
https://support.opendns.com/hc/en-us/articles/227988627
https://welcome.opendns.com/
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 Windows 10 user configuration 

1. Open a browser and go to https://signup.opendns.com/homefree/ and register the 
OpenDNS Home account. 

 
2. Open a browser and go to https://login.opendns.com/ and log in with your 

registered account. 
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3. Click “Setting” to enter the Internet IP address, then press the “Add This Network” 
button. Note: The Internet IP address is detected by default. 
 

4. Right click the Start menu and select Network Connections. 

  
 

 

5. On the left-hand side click Ethernet, in Ethernet click Change adapter options. 
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6. Right click the network connection you're using and select Properties. 
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7. Highlight 'Internet Protocol Version 4 (TCP/IPv4)' and click Properties. 

 
 

 

8. Select Use the following DNS server addresses and type OpenDNS' addresses 
(208.67.222.222 and 208.67.220.220) in the Preferred DNS server and Alternate DNS 
server fields. 
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9. Click OK, then Close, then Close again. Finally, close the Network Connections window. 
 

10. Flush your DNS. At this point, we recommend that you flush both your DNS resolver 
cache and your web browser's cache. This ensures that your new DNS configuration 
settings take effect immediately. If you got any issue, please browes 

https://support.opendns.com/hc/en-us/articles/227988627 
 

11. Select https://welcome.opendns.com/ to test your setting。If the configuration 

correct, you will got below result  
 

https://support.opendns.com/entries/26336865-Clearing-the-DNS-Cache-on-Computers-Servers-and-Web-Browsers
https://support.opendns.com/entries/26336865-Clearing-the-DNS-Cache-on-Computers-Servers-and-Web-Browsers
https://support.opendns.com/hc/en-us/articles/227988627
https://welcome.opendns.com/
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FamilyShield is a special service offered by OpenDNS distinct from our standard packages. 
Meant for home users who want to keep their children from seeing inappropriate images on 
their computers, FamilyShield will always block domains categorized in our system as Tasteless, 
Proxy/Anonymizer, Sexuality, or Pornography. Unlike our standard Home service, you don't 
need a registered network to use FamilyShield, and it's just as easy to configure.  
 
To use FamilyShield, you should set your DNS server entries as: 208.67.222.123 and 
208.67.220.123. 
 

 

 

Router Configuration 
 

1. Open the preferences for your router 
Often, the preferences are set in your web browser, via a URL with numbers (example: 
http://192.168.0.1 or http://192.168.1.1). You may need a password. 

 
Or preferences may be set via a specific application for your router, which you installed on 
your computer when you added the router. 

 

2. Find the DNS server settings 
Scan for the letters DNS next to a field which allows two or three sets of numbers, each 
broken into four groups of one to three numbers. It might look like this: 
 

 
 

3. Put in the OpenDNS server addresses as your DNS server settings and save/apply. 
 

Please write down your current settings before entering the OpenDNS addresses, just in 
case. 

 208.67.222.123 
 208.67.220.123 

 
Select https://welcome.opendns.com/ to test your setting。If the configuration correct, 

you will got below result  

https://welcome.opendns.com/
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Macintosh OS user configuration 
 

1. Got to “System Preferences” 

2. Click on “Network” 

3. Select the first connection in your list and click “Advanced” 

4. Select the DNS tab and add 208.67.222.123和 208.67.220.123to the list of DNS servers. 

Click OK 
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5. Cache Flushing 
Click the Terminal icon in the dock or in Finder under Application/Utilities/Terminal  
 
Sudo dscacheutil -fluscache 
Sudo killall -HUP mDNSResponder  

 

6. If you have got any problem please browse https://support.opendns.com/hc/en-
us/articles/227988627 

 
 

7. Select https://welcome.opendns.com/ to test your setting。If the configuration 

correct, you will got below result  

 

https://support.opendns.com/hc/en-us/articles/227988627
https://support.opendns.com/hc/en-us/articles/227988627
https://welcome.opendns.com/
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 Windows 10 User Configuration 
 

1. Right click the Start menu and select Network Connections. 
 

  
 

 

2. On the left-hand side click Ethernet, in Ethernet click Change adapter options. 
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3. Right click the network connection you're using and select Properties. 
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4. Highlight 'Internet Protocol Version 4 (TCP/IPv4)' and click Properties. 
 

 
 

 

5. Select Use the following DNS server addresses and type OpenDNS' addresses 
(208.67.222.123 and 208.67.220.123) in the Preferred DNS server and Alternate DNS server 
fields. 
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6. Click OK, then Close, then Close again. Finally, close the Network Connections window. 
 
7. Flush your DNS. At this point, we recommend that you flush both your DNS resolver 

cache and your web browser's cache. This ensures that your new DNS configuration 
settings take effect immediately. If you got any issue, please browes 

https://support.opendns.com/hc/en-us/articles/227988627 
 

8. Select https://welcome.opendns.com/ to test your setting。If the configuration correct, 

you will got below result  

 

https://support.opendns.com/entries/26336865-Clearing-the-DNS-Cache-on-Computers-Servers-and-Web-Browsers
https://support.opendns.com/entries/26336865-Clearing-the-DNS-Cache-on-Computers-Servers-and-Web-Browsers
https://support.opendns.com/hc/en-us/articles/227988627
https://welcome.opendns.com/


OpenDNS Family Shield User Guide 

 


